NHOPOPMALIMOHHAA ITAMSATKA
I OBYYAIOLIIUXCA

C KaxaplM TrOoJOM MOJOAEKHU B HHTEPHETE CTAHOBUTHCS OoJiblIE, a
IIKOJIbHUKM OJJHM W3 CaMbIX aKTUBHBIX MOJIb30BaTenerd Pynera. Mexny tew,
IIOMMMO OIPOMHOTO KOJIMYECTBA BO3MOXHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
Ora namsaTKa J0JKHA IOMOYb TeOe 0€30I1aCHO HaXOUThCS B CETH.

KoMunbrorepubie BUPyChI

KoMIbroTepHsIli BUPYC - 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOIPAMM,
OTIMYUTEIHHON 0COOCHHOCTHIO KOTOPOH SIBISIETCA CIOCOOHOCTh K Pa3MHOKEHHUIO.
B pononHeHue K 3ToMy, BUPYChl MOT'YT MOBPEIUTH WJIA MOJHOCTBIO YHHUUYTOXHTh
Bce (pailyibl U JaHHBIE, IOJIKOHTPOJIbHBIE MTOJIB30BATENI0, OT UMEHH KOTOPOTO ObliIa
3alynieHa 3apakKeHHas IporpaMma, a TakKe MOBPEAUTh WIHM AK€ YHHUUTOXHTh
OIEPAIIMOHHYI0 CUCTEMY CO BceMH (haiimamu B 1esioM. B OONBIIMHCTBE CilydaeB
PacpoCTPaHsIOTCS BUPYCHI Uepe3 UHTEPHET.

MeToabl 3aIUThl OT BPEAOHOCHBIX TPOrpaMM:

1. Hcnone3yih COBpEMEHHbBIE ONEPALMOHHBIE CHUCTEMbI, HMMEIOLIUE
CEPbE3HBII YPOBEHB 3aIIUTHI OT BPEAOHOCHBIX TPOrpamM;

2. IlocrossHHO ycTaHaBIWMBail mnayTd (UUQPPOBBIE 3aAIUIATKH, KOTOpPbHIE
aBTOMATUYECKM YCTAaHABIMBAIOTCS C LIEJbIO JAOPA0OTKH MPOrpamMMbl) U ApPYTHE
OOHOBJICHUSI CBOEH omepalmoHHOW cucteMbl. CkauuBalli UX TOJBKO C
opummansHoro caiita paspaborunka OC. Eciu  cymecTByeT  pexum
aBTOMATUYECKOT0 OOHOBIICHUS, BKJIIOUH €T0;

3. Pabotaii Ha CBOEM KOMIIbIOTEpE IO TpaBaMH IOJIH30BATENsI, a HE
aMUHUCTpAaTOpa. ODTO HE IMO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMMm
WHCTaJUIMPOBATHCSA HA TBOEM IIEPCOHAITILHOM KOMITBIOTEPE;

4. Hcnons3yil aHTHUBUPYCHBIE MPOrPAMMHBIE MPOIYKTHl H3BECTHBIX
MIPOU3BOJIUTEIIEH, C aBTOMATUYECKUM OOHOBJICHHEM 0as3;

5. Orpanuub pU3NUECKH JOCTYH K KOMIBIOTEPY JIJIsl IOCTOPOHHUX JIULL;

6. Hcnonb3yii BHELIHWE HOCUTENM MH(GOPMAIIMK, TaKhe KakK (elika, TUCK

wiK ¢aiin U3 THTEPHETA, TOJIBKO U3 TIPOBEPEHHBIX HCTOYHUKOB;



7. He OTKpbIBail KOMIBbIOTEpHBIE (Daliiibl, MOJYyYEHHBbIE W3 HEHAJEKHBIX
UCTOYHUKOB. Jlaxe Te (haiibl, KOTOpBIE MpHCIal TBOM 3HaKOMBIN. Jlyule yTouHu
y HEro, OTIIPABJISI JI OH TeOe uX.

Cern WI-FI

Wi-Fi - 310 He BUJ nepefiaun JaHHBIX, HE TEXHOJIOTHS, & BCErO JIHIIb OpeHI,
Mapka. Emie B 1991 roxy HuaepiaHjckas KOMIIaHMs 3aperuCTpUpoBaja OpeH
"WECA", urto o6o3Hagano cnoBocouetanue "WirelessFidelity", xoTopsiit
NepeBOIUTCS Kak "0ecrnpoBOiHAS TOYHOCTh".

Jlo Hallero BpeMeHu Jo1iia Apyras ab0peBuarypa, Koropast IBJISICTCs TaKOi
xKe TexHojorueil. JOto abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO C
HAaMEKOM Ha CTaHJapT BhIciiei 3BykoBoii Texuuku Hi-Fi, uto B mepeBoje o3nayaet
"BBICOKAsi TOYHOCTB".

Jla, 6ecruiaTHbI UHTEPHET-A0CTYN B Kade, OTeNsIX U adporopTax sBIsSeTCs
OTJIMYHOM BO3MOKHOCTBIO BbIXOJa B MHTepHET. HO MHOrHe 3KCnepThl CUMTAIOT,
yTo obmenoctymnubie Wi-Fi ceTu He sBisitoTCsS 6€30MacHBIMU.

CoBeThl 110 6e30MmacHOCTH pabOTHI B 0011Ie10CTYITHBIX ceTsax Wi-fi:

1. He nmepenaBaii cBOO JMUHYIO HHPOpMAIHMIO yepe3 obuenocTynubie Wi-
Fi ceru. PaGoTas B HuUX, JKeJaTelbHO HE BBOAMUTH MAPOJM JIOCTYIA, JIOTUHBI U
KaKue-TO HOMEDPA;

2. Vcnonb3yii 1 OOHOBJISIH aHTUBUPYCHBIE MMPOTPaMMbI U OpaHamayep. Tem
caMbIM ThI 00€30TacHIIlb ce0s OT 3aKaYKH BUpYyca Ha TBOE YCTPOUCTRBO;

3. Ilpu ucnonp3oBanun Wi-Fi otkmioun ¢ynkiuio "OOmui moctym K
dainam u npunTepam". JlaHHas (QYHKIUS 3aKpbITa MO yMOJYaHUIO, OJIHAKO
HEKOTOPbIE MOJIb30BaTeNI aKTUBUPYIOT €€ JJI y100CTBa UCI0JIb30BaHUs B padoTe
WM yueoe;

4. He wucnonw3yit nyomuunsiii WI-FI myisi mepemaun JUYHBIX JTaHHBIX,
HaIpuMep, sl BBIX0Oa B COLUANIbHBIE CETH WJIM B 3JIEKTPOHHYIO MOYTY;

5. Ucnonb3yit Tonbko 3anunieHHoe coeauHenue uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM uMeHHO "https://";

6. B moOunbHOM Tenedone otkimoun Gynkuuio "lloakmouenue k Wi-Fi



aproMarnuecku". He momyckall aBTOMaTHYECKOro MOJKIIOYEHUS YCTPONCTBA K
cetsim Wi-Fi 6e3 TBoero cornacusi.

ConuajgbHbIE CETH

CornuanbHbie CETH aKTUBHO BXOJIAT B HAITY )KH3Hb, MHOTHUE JTIFOJU pa0OTAIOT
U J)KMBYT TaM IIOCTOSIHHO, a B Facebook yxe 3aperucrprupoBan MUILTUAP]L YEIOBEK,
qTO SIBJISIETCSI OJJHOM ceabMOM BceX KUTeEJeH I1aHeThl. MHOTHE MOJIL30BaTEeId HE
MOHUMAIOT, 4TO WH(pOpMAIUs, pa3MeIleHHass UMU B COLUAIBHBIX CETAX, MOXKET
ObITh HailJieHa W HCHOJb30BaHa KEM YIrOJHO, B TOM YHCIIE HE 0053aTeNbHO C
OJlarMMHU HaMEPEHUSIMHU.

OcCHOBHBIE COBETHI TIO 0€30MMACHOCTH B COITUATBHBIX CETSX:

1. Orpannyb ciucok Apy3en. Y Te0s B APY3baX HE AOJKHO ObITh CITy4YaHbIX
1 HE3HAKOMBIX JIIOJICH;

2. 3ammiiail cBOWO 4YacTHYIO >KM3Hb. He ykaswpiBail maposu, TeiaedOHHI,
aapeca, JaTy TBOETO POXIACHUS W JPYryH JIMYHYIO  HH(POpMAIHIO.
3110yMBIIIIICHHUKHA MOTYT UCIIOIh30BaTh Jake MH(OPMAITUIO O TOM, KaK Thl U TBOH
POAUTENH TUTAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3amuiaii CBOIO peryTaIuio - IEPKU €€ B YHCTOTE U 3a71aBaii cebe BOmpoc:
X0Teq Obl ThI, YTOOBI JPYryMe€ TMOJb30BAaTEIN BHJCIHM, UTO Thl 3arpykaeiib?
[Toxymaii, mpesxkie 4eM 4To-TO OMyOJIMKOBaTh, HAIIMCATh U 3arPY3UTh;

4. Ecnu Tbl TOBOPUIIL C JIFOJbMH, KOTOPBIX HE 3HAEIIb, HE UCIIOJIb3YH CBOE
pealibHOe UMSI U JIPYTYIO JTUYHYI0 MH(POpPMAIUU: UM, MECTO >KUTEJILCTBA, MECTO
yueObl U TIpoUee;

5. U36eraii pazmenienus ¢otorpaduit B UuTepHeTe, r1e Thl H300pakeH Ha
MECTHOCTH, 10 KOTOPO MOKHO ONPEAEIUTh TBOE MECTOIOI0KEHHUE;

6. Ilpu peructpammu B COIMATBHOM CETH HEOOXOJAMMO HCIOJIb30BaTh
CJIOKHBIE TTAPOJIH, COCTOAIINE U3 OYKB U UG U C KOJTUIECTBOM 3HAKOB HE MEHEE
8,

7. Jlna comuanbHOW CETH, TMOYTHI W JIPYTMX CaWTOB HEOOXOIUMO
HCIIOJIL30BaTh pa3Hble Mapoiu. Toraa eciu Te0s B3JIOMAIOT, TO 3JI0YMBIIIIICHHUKHT

MOJy4aT JOCTYM TOJbKO K OJJTHOMY MECTY, & HE BO BCE Cpasy.



JJIeKTPOHHBbIE JeHbI'H

DJEeKTPOHHBIE JIEHBI'H - 3TO OYEHb YJOOHBIM CHOcO0 IIaTeXel, OAHAKO
CYIIECTBYIOT MOLLIECHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JEHBIH.

DNEeKTPOHHBIE ACHBIH MTOSBUIIMCH COBCEM HEJTABHO M KIMEHHO M3-3a 3TOTO BO
MHOTMX FOCyAapCTBax J0 CHUX ITOP HE NPOIMHUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (yHKIIMOHUPYIOT U O HUX YK€ IIPOIMKUCAHO B 3aKOHE, T
UX PA3ACISIOT HAa HECKOJIBKO BUJOB - aHOHMMHBIE U HE aHOHMMHbIE. Pa3Huna B
TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peniacTcsi IpOBOJUTH onepanuu 0e3
UACHTU(UKAIINY TTOJIE30BATENs], @ B HEAHOHUMHBIX UICHTU(UKALIMS TOJIb30BaTEs
SIBJISICTCS] 00S13aTEIILHOM.

Taxxxe crnemyeT pa3nuyarh OdJIEKTPOHHbIE (HUAaTHBIE JEHBI'M (PaBHbI
rOCy/IapCTBEHHBIM BaJIIOTaM) U 3JIEKTPOHHbIE HE(pUATHBIE IEHBI'M (HE PpaBHBI
roCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 0€30MacHOM paboTe C NEKTPOHHBIMU JIEHbraMU:

1. IlpuBsixu K cueTy MOOMIBHBIN TeneoH. DTO camblii YI00HBIH U OBICTPHIT
croco0 BOCCTAHOBUTH JOCTYI K cuery. [IpuBsizaHHbIl TenedoH MOMOXKET, €Ciu
3a0yAenib CBOW TIUIATEXHBIM MapoJihb WM 3aiijielllb Ha CalT C HE3HAKOMOTO
YCTPOMCTBA;

2. Hcnonb3yii omgHopaszoBblie maponu. [locine mepexona Ha YCUIICHHYIO
aBTOpU3aLIMI0 Tebe yxe He OyneT yrpoxaTb OMAacHOCTb Kpa)XM WJIM IepexBaTa
IJIATEKHOTO MapOJIs;

3. Boibepu cioxubiii maposb. IlpectynHukam OyaeTr He MPOCTO yraaarthb
CJIOKHBIN napois. HanexxHble napoiu - 3To MapoJik, KOTOPbIE COIEpKAT HE MEHEE
8 3HAKOB U BKJIIOYAIOT B C€0s CTPOYHBIE U MMPOIMUCHBIEC OYKBBI, IU(PPHI U HECKOJIBKO
CHUMBOJIOB, TaKH€ KaK 3HaK J0Ju1apa, (yHTa, BOCKJINLATEIbHBIN 3HAK U T.1I.

4. He BBO/IM CBOU JIMYHbBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JJOBEPSIEIIb.

JJIeKTPOHHAA MOYTA

DneKkTpoHHAs MOoYTa - 3TO TEXHOJIOTHS U MPEAOCTABIISIEMBIE €10 YCIYTH IO
NEPECHUIKE U MOIYYEHHUIO FIEKTPOHHBIX COOOIIEHUI, KOTOPbIE PacHpeIestoTCs B

KOMITbIOTEpHOU ceTH. OOBIYHO AJIEKTPOHHBIA TOYTOBBIA SIIUK BBITJISIAUT



ciaenyomuM — o0pa3oM: UMs_TOJIb30BATSISI(@UMS_JOMEeHa. Takke Kpome
nepeaadr MpoCTOro TEKCTA, UMEETCS BO3MOXKHOCTh TIepe1aBaTh (haiJibl.

OcHOBHBIE COBETHI IO 0€30MacCHON paboTe C NEKTPOHHOU MOYTOM:

1. Hamo BbIOpaTh NpaBUIIBHBIN MOYTOBBIA cepBHUC. B HHTEpHETE €cTh
OTPOMHBIN BBIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIyUIlIE IOBEPSTH TEM,
KOTO 3HAa€lllb, U KTO MEPBBII B PEUTUHIE;

2. He ykasbiBaii B 1MUHOM moute TUYHy0 nHopmanuto. Hampumep, myurie
BBIOpaTh "My3bIKaNIbHBINA (paHaT@" nau "pok2013" BmecTo "Temal3";

3. Hcnonb3yil IBYX3TalHYHO aBTOPHU3ALMIO. DTO KOrAa IMOMUMO Mapos
HY’KHO BBOJUTH KOJ, IPUChUIaeMblii 10 SMS;

4. Bo1Oepu CII0XHBIN Tapob. st KasK10Tro MOYTOBOIO SIIMKA TOJKEH ObITh
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY M1apOJIb;

5. Ecnu ectb BO3MOXKHOCTb HAaIMCaThb CaMOMY CBOW JIMYHBIM BOIIPOC,
UCIIOJIb3YH 3TY BO3MOKHOCTB;

6. Hcnonb3yil HECKONBKO IMOYTOBBIX SIIUMKOB. llepBbIii 171 4yacTHOM
MIEPEINCKHU C aipecaTaMu, KOTOPBIM Thl TOBEPSIEIIb. JTO JIEKTPOHHBIA aJpPEC HE
HAJI0 UCTIOJIH30BATh MIPU PETUCTPAIMHN HAa (OpyMaX U CalTax;

7. He otkpwiBaii (ailsibl U Apyrue BIOKEHUS B MUChbMaX, JaXKe €CIIU OHH
NPUILIA OT TBOUX Apy3eid. Jlydlie yTo4Hu y HUX, OTIPABISIN JIM OHU TeOE 3TH
Gaitibr;

8. Ilocne okoHuyaHusi pabOTHI Ha TMOYTOBOM CEPBHUCE IMEPENl 3aKPBITUEM
BKJIAJIKM C CAUTOM He 3a0y/1b Ha)KaTh Ha "BeidTH".

KubepOy/uIMHT WM BUPTYAJIbHOE U3/1€BaTEJbCTBO

KubepOyummHr -  mpeciieoBaHWE  COOOIIEHUSIMH,  COJICpP KAIIUMHU
OCKOpOJIeHus, arpeccuro, 3aIyTUBAHUE; XyJIUTAHCTBO; COIIMAJIbHOE
OOMKOTUPOBAHUE C TTIOMOIIBIO PA3JIMYHBIX HHTEPHET-CEPBHUCOB.

OCHOBHBIE COBETHI 10 0OPHOE C KHOESPOYIITUHTOM:

1. He Gpocaiicst B 60#. Jlydmmii crmoco6: mocoBeTOBaTHLCS KakK ce0sl BECTH U,
€CJIM HET TOro, K KOMY MOKHO OOpaTUThCA, TO BHAYalle YCIOKOUThCS. Eciu Th

Ha4YHCIIb OTBCYATb OCKOp6J’IeHI/IHMI/I Ha 0CKOp6J’IeHI/IH, TO TOJIBKO CIIC OoubIIIe



pa30xKeIb KOH(PIUKT;

2. YmpaBinsii cBoeil kubepperyTalueii;

3. AHOHUMHOCTH B ceT MHHUMas. CyliecTBYIOT ClOCOOBI BBISICHUTH, KTO
CTOHUT 32 AHOHUMHBIM aKKayHTOM;

4. He cTouT BeCcTH XyJWUTaHCKUU o0Opa3 BUPTyaibHOU Ku3HU. VHTEpHET
bukcupyeT BCce TBOM ACHCTBHS W COXpaHSIET UX. YJaIUTh UX OydeT KpailHe
3aTPYIHUTEIBHO;

5. Cobmro/1ait CBOIO BUPTYAJIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuHuuHbi HeraTuB. OmgHOpPa30BBIE OCKOPOUTEIHHBIC
cooOmieHusT Jyuine urHopupoBaTh. OOBIYHO arpeccusi TMpeKpamaeTcs Ha
Ha4YyaJIbHOU CTAJHH;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIICHUSIMU, B
COLIMAJIBHBIX CETAX €CTh BO3MOXKHOCTb OJIOKMPOBKHM OTHPABKUA COOOIICHHWH ¢
ONPENIEIICHHBIX aJPECOB;

8. Ecnu eI cBUeTENs KUOEpOysummHra. TBOM MEeHCTBHS: BRICTYITUTH TPOTUB
npecieaoBaTens, MoKa3arb €My, YTO €ro JEHCTBHS OLIEHHMBAKOTCS HETATUBHO,
MOJJIePKaTh JKEPTBY, KOTOPOW HY)KHA TICUXOJOTHYECKas IMOMOIIb, COOOIIHUTH
B3pOCJIBIM O (PaKTe€ arpeCCUBHOTO MOBEICHHS B CETH.

MooOuinbHbIH Te1eOH

CoBpeMeHHbIe cMapT(HOHBI U IIAHIIETHI COJEPKAT B ce0e BIOJHE B3POCIIBII
(GyHKUIMOHAT, M TEmepb OHM MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMU
KoMIibroTepamu. OTHaKO, CPEACTB 3aIUTHI JIJIs1 TOJTOOHBIX YCTPONCTB MOKA OYCHb
Masio. TecTupoBaHME M MOUCK YSI3BUMOCTEM B HHUX IPOUCXOJUT HE TaK
WHTEHCUBHO, Kak 11 [1K, To ke caMmoe kacaeTcs 1 MOOUITbHBIX MPUIIOKEHUM.

CoBpeMeHHbIE MOOWIBbHBIE Opay3ephl YK€ MPAKTHYECKH JOTHAIU
HACTOJIbHBIE AHAJIOTHU, OJHAKO pacuiMpeHue (QyHKIHOHAda BIEYEeT 3a CoOOil
OOJIBIIYIO CJI0KHOCTh U MEHBIIYIO 3aIUIIEHHOCTb.

Jlaneko He Bce MPOM3BOJUTENN BBITYCKAIOT OOHOBIIEHUS, 3aKPBHIBAIOIINE
KPUTUYECKUE YA3BUMOCTH JIJIsI CBOUX YCTPOMCTB.

OcCHOBHBIE COBETHI JJ1s1 0€30MTaCHOCTH MOOUIILHOTO TesedoHa:



Huuero He siBnsieTcsa no-HacrosiniemMy OecruiaTHbIM. byip ocTOpokeH, Beb
Korja tebe mpeanaraoT OecIuiaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKue-
TO TUIATHBIE YCIYTH;

Hymait, mpexze ueM oTnpaButb SMS, poTto umu Buaeo. Thl TOUHO 3HaEUIb,
r7ie OHU OyJyT B KOHEUHOM uTOre?

Heo6xoaumo 0GHOBIISATH ONEPAIIMOHHYIO CUCTEMY TBOEro cMapThoHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JIsI MOOMIIBHBIX TeJIe()OHOB;

He 3arpyxail nmpuiio)keHusi OT HEM3BECTHOTO MCTOYHUKA, BEb OHU MOTYT
COJIepKaTh BPEIOHOCHOE MPOTrpaMMHOE 00eCTICUeHHUE;

[Tocne Toro xak Thl BBIHACIIB C CaiiTa, IJie BBOJIWI JUUHYIO HH(OpMaLHIO,
3aiijiu B HACTPOMKM Opaysepa u yaaiau cookies;

[lepuonnuecku npoBepsii, KAKUE MIIATHBIE YCIYTW aKTUBUPOBAHbI HA TBOEM
HOMEDE;

JlaBail cBoii HOMEp MOOWMJIBHOTO Tele(OoHa TOJBKO JIOJSM, KOTOPBIX ThI
3HACIIb U KOMY JI0BEPSCILb;

Bluetooth pgomkeH ObITH BBIKIIOYEH, KOT/IA Thl UM HE Mojb3yelibcs. He
3a0bIBail MHOT1a TPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHbIE OHJAMH-UTPBI - O3TO KPACOYHBIC, 3aXBaThIBAIOIIUE
pa3BieueHus, OOBEANHSIONINE COTHH THICSY YEJIOBEK MO BceMy MHpy. Mrpoku
UCCJIENYIOT JaHHBIM UM MHUp, OOIIAIOTCSA APYT C APYTOM, BBINOJHSAIOT 3aJaHMUS,
CPAKAIOTCS C MOHCTPAMHM M TOJYy4YarOT OMBIT. 32 YAOBOJIbCTBHE OHH IUIATAT:
MOKYNAlOT JUCK, OTUIAYMBAIOT A0DOHEMEHT WJIM MPUOOPETAOT KAKHE-TO OILIHMH.

Bce aTu cpeacTBa uayT Ha OIEP)KAHKUE U PA3BUTUE UTPhI, @ TAKXKE HA CaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMBI aBTOPU3aLIMH, BBIITYCKAIOTCS HOBBIE
natyu (UGpoBbIE 3aIIATKH JJIS POTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mopoOHBIX UIpax CTOUT OMAcaThCsl HE CTOJIBKO CBOMX COINEPHUKOB,
CKOJIBKO KPaKH TBOETO MapoJisi, HA KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3aLUU
OOJBIIMHCTBA UTP.

OcHOBHBIE COBETHI 0 0€30IaCHOCTH TBOET'O HUI'POBOI'0 aKKayHTa:



1. Ecau apyroit urpok BeAeT ceOs MIoXo WK co3aaeT Te0e HEMPHUITHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Iloxamyiicst aIMUHUCTPATOPaM UIPbI Ha ITIOXOE MOBEJEHUE 3TOTO UTPOKA,
YKEJIATEIbHO MPUIOKUTh KAKUE-TO JI0Ka3aTelIbCTBA B BUJIE CKPUHOB;

3. He yka3piBail TuuHy0 HH)OpMaIMIO B Mpodaiiiie Urpsl;

4. YBaxkall IpyruX Y4aCTHUKOB I10 UTPE;

5. He ycTanaBnuBail HeopuIIaIbHbBIE TATYN U MOJIBI;

6. Mcnonb3yil CI10KHBIE U Pa3HbIE MTAPOJIH;

7. Jlaxxe BO BpeMsl UTPbI HE CTOUT OTKJII0YaTh aHTUBUPYC. [1oka TbI urpaems,
TBOW KOMIIBIOTEP MOTYT 3apa3uUTh.

@OUIIUHT WM KPaXKa JUYHBIX JAHHBIX

OOBIYHOM KpaXkel JeHer U JOKYMEHTOB CETOJIHS YK€ HUKOTO HE YIUBUIIIb,
HO C pa3BUTHUEM HWHTEPHET-TEXHOJIOTHI 3J0YMBIIUICHHUKH MEPEMECTUIIUCh B
WHTEPHET, U MPOJO0JIKAIOT 3aHUMAThCA "THOOUMBIM" JIETIOM.

Tak mosiBUnIach HOBasl yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DHUINUHT,
IJIaBHAs 11€JIb KOTOPOTO COCTOUT B TOJYYCHHH KOH(MUICHIIMATBHBIX JaHHBIX
MOJIB30BATENIEH - JIOTMHOB | maposieit. Ha anrmmiickom si3bike phishing unraercs
kak ¢pumuHr (0T fishing - peiOHast noBs, password - mapob).

OcHOBHBIE COBETHI IO 00PHOE € (PUITUHTOM:

1. Cneam 3a cBouM akkayHTOM. Eciu Thl moJi0o3peBaelib, 4YTO TBOSI aHKETa
OblTa  B3JIOMaHa, TO HEOOXoAMMO 3a0JIOKMpOBaTh €€ W COOOLIUTH
aIMIHUCTpATOPaM pecypca 00 3TOM Kak MOKHO CKOPEE;

2. Ucnonn3yit 6e3omacHbie BeO-CaThl, B TOM YHCIIC, THTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. Wcnonb3yil CIOXKHBIE W pa3Hble Tapoiu. Takum oOpasom, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH MOJYy4YaT AOCTYI TOJIBKO K OJHOMY TBOEMY
npoUIII0 B CETH, a HE KO BCEM;

4. Ecnmu Tebs B37OMalid, TO HEOOXOAUMO MPEAYNPEAUTh BCEX CBOMX
3HAKOMBIX, KOTOPBIE I00aBIEHBI Y T€Os B IPY3bsiX, O TOM, UTO T€Os B3JIOMAJH H,

BO3MOXHO, OT TBOCTO HMCHH 6yneT pacCelIaThCA CIlaM U CCBIJIIKHM Ha CI)I/IIHI/IHFOBBIC



CaUThI;

5. YcranoBu HaaexHslit napoib (PIN) Ha MOOHIIBHBIN TenedoH;

6. OTKII0UM COXpaHEHHUe Maposis B Opaysepe;

7. He otkpseiBail (aiiiibl U Apyrue BIOKEHHUS B MUChMax, JaXKe €CIH OHU
IOPUILUIM OT TBOUX Jpy3el. Jlyulie yTouyHM y HUX, OTIPABISUIMA JU OHU TeOE ITH
(baitiibl.

Hu¢posas penyranus

[Mu¢poBast pemyTanus - 3T0O HETaTUBHAs WM MO3UTHUBHAs MHQOpMAIUs B
cet o tebe. Kommpomerupyromas uHpopmalus, pa3MelieHHas B HHTEpHETE,
MOJKET CEpbe3HBIM 00pa30M OTPa3UThCS HA TBOEH peanbHOM xu3HU. "Lludposas
penytanus" - 3T0 TBOM UMUK, KOTOPBIA (hopmupyercs u3 nHdopmanuu o Tede B
VUHTEPHETE.

TBoe MecTo KUTEIbCTBa, Yy4eObl, TBOE (PUHAHCOBOE IIOJIOKEHHUE,
0COOEHHOCTH XapakTepa U paccKasbl O OJIM3KHX - BCE 3TO HAKAIIUBAETCS B CETH.

MHorue moapOCTKU JETKOMBICIEHHO OTHOCATCSA K IMyOJMKALWUW JHYHOM
uHpopmaiuu B MIHTEepHETE, HE MOHUMAsT BO3MOXKHBIX MOcCeAcTBUI. Thl naxe He
CMOJKeEIIb J0rafaThCs O TOM, YTO (oTorpadusi, pa3MelieHHas S JIeT Ha3aj, craja
NPUYUHON OTKAa3a MPUHATH T€0s HA paldoTy.

KommenTapuu, pazMenienue TBoux ¢potorpaduil u qpyrue AeMcTBUsS MOTYT
HE HUCUYE3HYTh JIa’K€ MOCIIE TOr0, KaK Thl MX YAAIHIIb. Thl HE 3HACIIb, KTO COXPaHUII
3Ty UH(POPMAILINIO, TIOTAJIa JIU OHA B MOMCKOBBIE CUCTEMbI U COXPAaHUIIACH JIU OHA,
a TJIaBHOE: YTO MOJyMAarOT O TeOe OKpYXKaroIIKe JIOI1, KOTOpble HAWIYT U YBUISAT
sT0. HalitTn mHbOpMaIio MHOTO JIET CIYCTS CMOXKET JIF000H - Kak U3 JT0OpbIX
noOyXAeHH, TaK ¥ C HAMEPEHUEM MPUUUHUTD BPEJl. ITO MOXKET ObITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBON pEIyTaLNH:

1. Iomymaii, mpexkae yeM 4To-To MyOJUKOBATh U MepeaBaTh y ceds B Oore
WJIH B COIMAJILHOM CETH,

2. B mactpoiikax mpoduis yCTaHOBU OTPAaHUYEHUS Ha MPOCMOTP TBOETO
npoduIsi ¥ €ro COAECPAKUMOro, cliesiaid ero ToJbKo "1js Apy3eit'”;

3. He pa3memnraii u He ykaspiBail HH(pOpMaAIKIO, KOTOpass MOXKET KOTO-T100



OCKOPOJISTH WA O0MKATh.

ABTOpCKOE PaBo

CoBpeMEHHbBIE IIKOJBHUKM - AKTHUBHBIE II0JIb30BAaTENd LU(POBOro
npoctpaHcTBa. OJHAKO JAJEKO HE BCE 3HAKOT, 4YTO MOJb30BAHME MHOTIMMHU
BO3MOXKHOCTSIMM ~ IIMGpOBOrOo  Mupa TpeOdyeT CcOOJMIOJEHUs 1paB  Ha
UHTEIJIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTENIEKTyallbHAass COOCTBEHHOCTBH'" OTHOCUTCS K Pa3IMYHBIM
TBOPEHHUSM YEJIIOBEYECKOTO yMa, HAuuMHasi C HOBBIX H300pPETEHHUN U 3HAKOB,
0003HaYAIOMINUX COOCTBEHHOCTh HAa MPOAYKTHI U YCIYTH, U 3aKaHYMBasi KHUTaMH,
¢dororpadusamMu, KHHOPHUIBMAMU U MY3bIKAJIbHBIMU MPOU3BEACHUSIMH.

ABTOpCKHE IpaBa - 3TO [PaBa Ha MHTEIUIEKTyaJIbHYl0 COOCTBEHHOCTh Ha
IIPOU3BEIEHUS HAYKH, JINTEPATYPbl U UCKYCCTBA. ABTOPCKHE IIPAaBa BBHICTYNAIOT B
KayecTBE TapaHTHM TOTO, YTO MHTEJUIEKTYalbHBIA/TBOPUECKUN TPYZ aBTOpa HE
OyAeT HampacHbIM, JAacT €My CIpPaBeUIMBbIE BO3MOXKHOCTH 3apaloTaTrh Ha
pe3ynapTaTax CBOEro Tpyna, MOJYyYUTh H3BECTHOCTh W mIpu3HaHue. Hukro Oe3
paspelieHuss aBTOpa HE MOXKET BOCIPOM3BOAMTH €ro  IPOU3BEACHHUE,
pacmpoCTpaHiTh, MyOJUYHO JAEMOHCTPUPOBATh, NPOAABaTb, HMIIOPTUPOBATH,
IycKaTb B MPOKAT, IMyOJUYHO HCIIOJIHATH, ITOKA3bIBATH/UCIIONIHATE B 3(UpE WU
pa3memars B MiHTEpHETE.

Hcnonp3oBanue '"mupaTckoro" MOPOrpaMMHOTO OOECTIEUEHUS MOXKET
OPUBECTU K MHOTMM pHUCKaM: OT IOTEpU JaHHBIX K TBOUM aKKayHTaM [0
OJIOKUPOBKH TBOETO yCTPOMCTBA, I/I€ YCTAHOBJICHA HeJeraabHas mporpamma. He
CTOUT TaKke 3a0bIBaTh, YTO CYLIECTBYIOT JIETAlbHbIC U OECIJIaTHBIE TPOrPAMMBI,
KOTOpBIE MOKHO HAWTHU B CETH.

O noprane

CereBrn4OK.p( - TBOM IVIaBHBIN COBETYUK B CETHU. 3JI€Ch Thl MOKEIIb Y3HATh
0 0€30MaCHOCTH B CETH MOHITHBIM U JIOCTYIHBIM SI3bIKOM, a IPU BO3HUKHOBEHUU
KPUTHYECKON CUTyalluu OOpaTUTHCA 32 COBETOM. A TaKXe MPUHATh y4acTHE B

KOHKYpCax U CTaTh CaMbIM IIU(POBBIM IPakIaHUHOM!



